NSA Eavesdropping

Authors: Lionel Beehner
Greg Bruno, Staff Writer

1/2/2008

Introduction

Thepost-9/ 11 battle over the National Security Agencyds wiretapping of
has generated heated debate in Washington. President Bush has described the domestic surveillance program as vital to protecting

the United States f r @Qaedatiseallingsomemt inAnrterica wekwant to Kinbw what they're saying on that

call, o he said. Yet critics charge the program viol attpstectidne U. S. Cor
from illegal search and seizure, and the 1978 Foreign Intelligence Surveillance Act (FISA), which established a secret court to grant

surveillance warrants in precisely such cases. The issue prompted Democrats to accuse the executive branch of overreaching. The

Bush administration, in turn, reversed its position on FISA authority and vowed to consult the secret court for future surveillance.

The Need for Speed

In the immediate aftermath of 9711, the Bush administration opted not to seek court approval before conducting wiretaps on the

communications of terrorism suspects to and from the United States. Former Attorney General Alberto R. Gonzales argued that the

president 6s aul.hS.r ifipertsoo nsspoy coonmmuni cating with suspected terrorists
after September 11, 2001. The Authorization for Use of Military Force (AUMF), without specifically mentioning wiretapping, grants

the president broad authorityt o use all necessary force fagainst those nations, org.
authorized, committed, or aided the [9/11] terrorist actetyackso; this
gather intelligence on al-Qaeda and associated groups.

Their argument was wuphel d by tHamdiSRumsfeld(RDF)Cwhich, thaugh re@dtetther ul i ng i n
detention of U.S. citizens during wartime, suggests that the AUMF affords the president implicit powers to monitor U.S. citizens
corresponding with suspected terrorists. Ificlurveibance, that the Unidee States he case,
has engaged in electronic surveillance of the enemy durfhng a ti me of
National Public Radio. Gonzales said Congress was informed when Bush notified the so-called gang of eight, mostly high-ranking

members of both houses.

Critics Counter

Opponents offer a variety of arguments countering the administratior

Itisillegal. Critics often point to a 1972 Supreme Court case, United States v. United States District Court (referred to as the

AKeitho case) involving a plot to blow up a Central Inwrelligence A
when issues of national security are at stake, has no authority to spy on U.S. citizens on U.S. soil without a warrant (The White
House says this decision does not involve communicatioms with forei

argument is that the White House is violating FISA, which established a secret court in 1978 expressly for the purpose of this kind

of covert surveillance; in its history, FISA has rarely denied the executive branch a wiretapping warrant and even allows federal

agencies t o -thed qice Dt wiaa fr tasemens/-t wor hoprso fACongress was very clear abo
domestic s ur vGar W.Tabiascagrofessos c lgvsat the University of Richmond. Further, critics in Congress argue

that AUMF, passed in the days after 9/11, does not explicitly aut hct

It is ineffective. ~ According to a January 17, 2006, New York Timesar t i cl e, most of the tipdsdy the wir
and swamped the Federal Bureau of Investigation (FBI). Administration officials, however, assert the wiretaps have saved lives.

On January 23, 2006, General Michael V. Hayden, then-principal deputy director for national intelligence and now CIA director,

said if such a program been in place prior to September 11, 2001, the terrorist attacks may have been avoided. Vice President Dick

Cheney, in a speech to the Heritage F o uhaduntoveredawealthofiaformationy 23, 2008,
that has foiled attacks against the United States; information t hat
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O It violates Amer i c aTheaehavebeanidlew bfsepaeate tourecases against the National Security Agency
(NSA) by groups |like the American Civil Liberties UnionLamynd Greenp:¢
Diamond and journalists like V. a n i t y CHristaphebHsitchens, who communicate regularly with citizens in the Middle East.
U.S. telecom company AT&T has been sued by the Electronic Frontier Foundation for collaborating with the NSA in intercepting
phone calls with court approval. White House officials stress that unless a U.S. citizen is communicating with a suspected terrorist
overseas, their correspondence would not be monitored.

O It has been presented inconsistently. Gonzales suggested that the White House originally considered legislation to legalize
its secret wiretaps but thought it would not pass Congress. He and other officials later backtracked and said a bill to reform FISA
was not sought because the programbés details would be mtdle public,
to earlier contradictory statements made by administration officials denying the existence of the domestic-spying program.
AWhen weodére talking about chasing down terrorists, weoOresad al ki ng al
in an April 2004 speech in Buffalo. ANothing has changed. o

O It was enacted without congressional oversight. Most on Capitol Hill outside of the gang of eight were kept out of the loop
onthedomesticcs pyi ng program. f@AWhat is unique about this one particular p
that justifies keeping Rodkelellee(®4VV), amembereof tide gandoPedght 8nel chairmaneof/the
Senate Intelligence Committee, asked. Gonzales has said that notifying all congressional members was unnecessary because of the
AUMF granted by Congress after 9/11.

White House and FIS A

Administration officials have maintained that FISA is an outdated law-enforcement mechanism that is too time-consuming and not

conducive to current intelligence-g at heri ng demands. AFI| SASedpoteesmbneort 1aln tsiictiupaatti eo na, Op owsrtot
Schmidt, former associate attorney general, in the Chicago Tribune in December 2005. Director of National Intelligence Michael

McConnell reiterated those concernsi n a June 2007 i nt er \hieat has incredsdd, the intRnt i staged, and théh et

way the wording in the current |l aw is captured inhibitasalsoor prevents

portrayed the program as one not of domestic surveillance but of monitoring terrorists abroad and publicly refer to the operation as

the ATerrorist Surveillance Program. o Opponents of the program refer
Under political pressure, Gonzales announced in January 2007 plans to disband the warrantless surveillance program (PDF) and

cede oversight to the Foreign Intelligence Surveillance Court, a secret court that administers FISA. But questions about the legality

of the program lingered in Congress. In May 2007, congressional hearings revealed that top Justice Department officials, including

then-Attorney General John Ashcroft, had expressed reservations (WashPost) about the program back in 2004, prompting the

White House to push the program forward without the Justice Depart me
time of constant congressional questioning over his role in overseeing domestic surveillance. His successor, Attorney General

Michael Mukasey, initially troubled some Democrats by suggesting during confirmation hearings that it is within the commander in
c hi ef 0 stiomalpowers tio ignore federal laws governing wiretaps (NYT) on certain occasions.

Path to FISA Reform

Washingtonds vow to seek FI SA appr-bvedalhJuly 80070 dveeks befote Ganzalesisteppeeli | | ance wa s
downd intelligence officials approached lawmakers seeking emergency legislation to broaden their wiretapping authority. The

requestc ame on the heels of a ruling by the court overseeing FISA that
communications passing through tel ecommu n Senaetcammittee repast(PDE)cthee s 0 on U. S.
courtodés decision A |led to degraded capabilitteé Raptbdeatacenofvasa het
intelligence officials argued, and Congress responded. On August 5 President Bush signed the Protect America Act of 2007, which

gave the attorney general and the director of national intelligence the power to approve international surveillance, rather than the

speci al intelligence court. I't also said warrants arecatethnecessary f
overseas. But the measure was intended as a stopgap, and expires on February 1, 2008.
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What the Future Holds

The Bush administration has continued to lobby for permanent reforms, as well as a provision providing retroactive immunity to

phone companies assisting government eavesdropping efforts. Communication providers are facing dozen of costly lawsuits for their

reported role in the program; White House officials say they need lawsuit-f r ee compani es to ensure national s
intelligence community doesn't have the facilities to carry out the kind of international surveillance needed to defend this country

since 9/11,0 Vice President Cheney said at the Heritagseistahieundati on.
from the private sector. o

Congresshasdraf t ed | egi sl ation to address the administrationbés concerns, b
progress. House Speaker Nancy Pelosi (D-CA) instructed Rep. John Conyers, Jr. (D-MI) and Rep. Silvestre Reyes (D-TX) to draft a
new billthatir esponds comprehensively to the administration's proposal whi

law. That proposal, which passed the House in November 2007, continued to hold telecoms accountable for wiretap violations. On

the Senate side, Democratic lawmakers are split on the immunity issue. In October 2007, a Senate Intelligence committee approved

a bill that granted telecoms immunity from prosecution, but a separate plan championed by the Judiciary Committee took the

Houseds view. Senate MajNovr)i,t yawaeraed etrh aH a rar ydooBifyliac dobrg Bscer @ etmmé nesx @i r at i o1
President Bush in late January 2008 to supportaone-mont h ext ensi on of the nationds foreign sur.yv



http://www.govtrack.us/congress/bill.xpd?bill=h110-3773
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